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DETALIED ACTION 
Claim Rejections - 35 USC § 112 

1 . The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

2. Claims 4-18 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject 
matter which applicant regards as the invention. 

Regarding claim 1 : the claim recite the term "first user ID data" it's not clear to the 
examiner if the "user ID data" is the content related information or his 
authentication and authorization general information. 

Further it's not clear to the examiner what is the difference between "reproducing 
content", "recording content" and "accessing content" in the claim language. Also 
it's not clear to the examiner if the protection information is information related to 
the usage of the content like restrictions on copying or playing the content or if its 
information related to the access of the content or device like encryption keys. 

Regarding claim 3: it's not clear to the examiner how the user information is 
going to be changed if there is no user information registered to begin with. 



Application/Control Number: 10/069,1 13 Page 3 

Art Unit: 2136 

Regarding claim 4: it's not clear to the examiner what is the difference between 
restricting the access to the device and restricting access to the storage unit. 

Regarding claim 12: it's not clear to the examiner how the user information is 
going to be changed if there is no user information registered to begin with. 

Regarding claim 1 8: its' not clear to the examiner if the memory card is any card 
shaped storage device or if the memory card is a smart card (IC). 

Claims not specifically mentioned are rejected on virtue of their dependency on 
claim 1 . 

The claims as presented cause massive ambiguities, which make examination 
highly difficult. The claim Language must be more specific for Examiner to 
understand and be able to search for the invention. Examiner will interpret the 
claims to their broadest reasonable interpretation until a more clear presentation 
of the claims has been displayed. Examiner will interpret the claims to their 
broadest reasonable interpretation until a more clear presentation of the claims 
has been displayed. 

Claim Rejections - 35 USC § 103 

1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 



Application/Control Number: 10/069,113 
Art Unit: 2136 



Page 4 



(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

2. Claims 1-5 and 13-18 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hasebe et al. US (5,392,351 ) in view of Lang US (5,1 91 ,61 1 ). 

Regarding claim 1 : Hasebe discloses a recording device detachably attachable 
to a reproduction apparatus reproducing and outputting encrypted content data 
(Hasebe: Col 2, lines 10-15 & lines 27-29), for receiving and recording said 
encrypted content data therein (Hasebe: Abstract & Col 2, lines 27-29), 
comprising: 

a data input/output unit (1202) allowing external data communication; (Hasebe: 
Col 3, lines 54-56) 

a first storage unit (1412) receiving said encrypted content data from said data 
input/output unit for storage; (Hasebe: Col 3, lines 54-56) 
a user information hold unit (1530) holding first user ID data provided to identify a 
user of said recording device; (Hasebe: Col 4, lines 1 1-12 & item13 of FIG 2) 
a protection information memory unit holding protection information (Hasebe: Col 
5, lines 40-45) but he doesn't disclose the protection information updatable in 
response to a result of comparing externally provided user information with said 
first user ID data. However, Lang teaches a method to distribute content to 
different recipients (Lang: Abstract) where he teaches comparing stored users 
information with the user information supplied by a personal access device (PAD) 
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to authorize the updating of user information upon successful authorization 
(Lang: Col 12 lines 36-58). Therefore, it would have been obvious to one having 
ordinary skill in the art at the time the invention was made to enable the updating 
of protection information after successful authorization is provided. One of 
ordinary skill in the art would have been motivated to perform such a modification 
to provide higher flexibility for the users by enabling a subscriber to change the 
information concerning his authorization to limit or expand his usage (Lang: Col 
12, lines 36-58). 

a control unit (1420) controlling an operation of said recording device, said 
control unit referring to said protection information to restrict external access to 
said encrypted content data held in said first storage unit. (Hasebe: Col 10, lines 
50-59 & Col 11, lines 11-19) 

Regarding Claims 2, 15 and 17: Hasebe doesn't disclose the device of claim 1 , 
wherein said control unit allows said user ID data to be changed when externally 
provided user information and said first user ID data match. However, Lang 
teaches a method to distribute content to different recipients (See Abstract) 
where he teaches comparing stored users information with the user information 
supplied by a personal access device (PAD) to authorize the updating of user 
information upon successful authorization (Lang col. 12 lines 36-58). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the 
invention was made to enable the updating of protection information after 
successful authorization is provided. One of ordinary skill in the art would have 
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been motivated to perform such a modification to provide higher flexibility for the 
users by enabling a subscriber to change the information concerning his 
authorization to limit or expand his usage (Lang col. 13 lines 29-44). 

Regarding claim 3: Hasebe doesn't disclose The device of claim 2, wherein said 
control unit allows said protection information and said user ID data to be 
changed when said user information hold unit does not have said first user ID 
data registered therein. However, Lang teaches a method to distribute content to 
different recipients (See Abstract) where he teaches comparing stored users 
information with the user information supplied by a personal access device (PAD) 
(Lang col. 12 lines 36-58) and when the user information is not registered 
enabling the PAD to change user information . Therefore it would have been 
obvious to one having ordinary skill in the art at the time the invention was made 
to enable the updating of content information when the user information is not 
registered in the system yet (Lang: Col 14, lines 5-21) . One of ordinary skill in 
the art would have been motivated to perform such a modification to provide 
limited access to temporary users or give new users the opportunity to try the 
system before purchase (Lang col. 14 lines 5-21). 

Regarding claim 4: The device of claim 1 , wherein said protection information 
memory unit includes a first protection information memory unit (1520) holding 
first protection information included in said protection information for restriction 
on access to said recording device itself, (Hasebe: Col 9, lines 34-45) and said 
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control unit is driven by said first protection information to prohibit additionally 
recording new encrypted content data in said firs storage unit. (Hasebe: Col 9, 
lines 46-59) 

Regarding claim 5: The device of claim 1, wherein: said protection information 
memory unit includes a first protection information memory unit holding first 
protection information included in said protection information for restriction on 
access to said recording device itself;( Hasebe: Col 10, lines 26-40) and 
said control unit is driven by said first protection information to prohibit erasing 
new encrypted content data in said first storage unit. (Hasebe: Col 9, lines 41-59 
/ the content is un-rewritable or write-only storage medium is used) 

regarding claims 13 and 14: Hasebe discloses the device of claim 1 , further 
comprising a second storage unit (1500) holding license information data 
corresponding to said encrypted content data , respectively, and required for 
reproducing said encrypted content data (Col 3, lines 26-39) but he doesn't 
disclose the control unit is driven by a result of comparing second user ID data 
externally provided with first user ID data held in said user information hold unit, 
to control said second storage unit to provide said license information data to 
said data input/output unit. However Lang teaches a method to distribute content 
to different recipients (See Abstract) where he teaches comparing stored users 
information with the user information supplied by a personal access device (PAD) 
(Lang: Col 12, lines 36-58) and when there is a match between user information 
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supplied and the user information stored therein allowing access to the content 
(Lang: Col 12, line 59 through col. 13 line 8 and Col 13 lines 45-58). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the 
invention was made to enable the releasing of license information after the 
authorization of users by comparing their supplied credentials to the one already 
exist in the system. One of ordinary skill in the art would have been motivated to 
perform such a modification to limit and track data retrievals by users, as taught 
by Lang (Col 1 3 lines 29-44). 

Regarding claim 16: Hasebe discloses the device of claim 14, wherein said 
content user ID data is said first user ID data held in said user information hold 
unit when said encrypted content data corresponding thereto is distributed. (Col 
7, lines 48-62) 

Regarding 18: The device of claim 1 , wherein said first storage unit is 
semiconductor memory; and said recording device is a memory card. (Col 3, 
lines 14-26) 

3. Claims 6-12 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Hasebe et al. US (5,392,351 ) in view of Lang US (5,1 91 ,61 1 ) as applied to 
claims 1-5 above, and further in view of Shear et al. US (2001/0042043). 
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Regarding claims 6 and 7: Hasebe discloses the device of claim 5, wherein: said 
protection information memory unit includes only one information protection unit 
(Hasebe: items 1 and 13 of FIG.2) and said control unit driven by first protection 
information to control access to the content (Hasebe: Col 5, lines 39-45) but he 
doesn't disclose a second protection information memory unit (1540) holding 
second protection information for restriction on access for each encrypted 
content data and the control unit is driven by first and second protection 
information to prohibit erasing encrypted content data. However Shear discloses 
a rights management system for protecting the copying and usage of electronic 
contents (Shear: Page 3, Paragraph 13) where he teaches using more than one 
set of security control information (information protection unit) and based on the 
combination of one or more of the security control information deciding access 
level or permitted operation to the content in the storage device (Shear: Page3, 
Paragraph 34 & 35 and Page 15, Paragraph 214 & 215). Therefore it would have 
been obvious to one ordinary skilled in the art at the time the invention was to 
enable the control unit to decide access based on the data in one or more of the 
information protection units. One would be motivated to do so in order to enable 
the content to be used based on one or more proposed electronic agreement 
(Shear: Page 15, Paragraph 214). 

Regarding claims 8, 9 and 10: Hasebe discloses a system as modified above, 
but he doesn't teach the device of claim 6, wherein when an external instruction 
is received to effect an operation to reproduce said encrypted content data, said 
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control unit controls said first storage unit and is driven by said second protection 
information to prohibit producing said data input/output unit with encrypted 
content data held in said first storage unit. However Shear discloses a rights 
management system for protecting the copying and usage of electronic contents 
(Shear: Page 3, Paragraph 13) where he teaches using more than one set of 
security control information (information protection unit) (Shear: Page 15, 
Paragraph 214 & 215) and based on the second protection information deciding 
the access to the content (Shear: Page 16, Paragraph 220). Therefore it would 
have been obvious to one ordinary skilled in the art at the time the invention was 
to enable the control unit to use a second protection information when deciding 
what operation is permitted on a specific content. One would be motivated to do 
so in order to enable the control unit to prohibit operations on content based on 
the device trying to use the content by using the protection information 
associated with that device (Shear: Page 15, Paragraph 220). 

Regarding claim 11: Hasebe discloses a system as modified above, but lacks 
permitting rewriting on a storage device when there is a match between stored 
user information and externally provided user information. However, Lang 
teaches a method to distribute content to different recipients (See Abstract) 
where he teaches comparing stored users information with the user information 
supplied by a personal access device (PAD) to authorize the updating of user 
information upon successful authorization (Lang col. 12 lines 36-58). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the 
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invention was made to enable the rewriting of information to the storage medium 
after successful authorization is provided. One of ordinary skill in the art would 
have been motivated to perform such a modification to provide higher flexibility 
for the users by enabling a subscriber to update or use his information after 
providing successful authentication (Lang col. 13 lines 29-44). 

Regarding claim 12: Hasebe discloses a system as modified above, but lacks 
permitting rewriting on a storage device when the user ID is not registered in the 
device. However, Lang teaches a method to distribute content to different 
recipients (See Abstract) where he teaches comparing stored users information 
with the user information supplied by a personal access device (PAD) (Lang col. 
12 lines 36-58) and when the user information is not registered enabling the PAD 
to change user information . Therefore it would have been obvious to one having 
ordinary skill in the art at the time the invention was made to enable the rewriting 
of content information when the user information is not registered in the system 
yet (Lang: Col 14, lines 5-21 ) . One of ordinary skill in the art would have been 
motivated to perform such a modification to provide limited access to temporary 
users or give new users the opportunity to try the system before purchase (Lang 
col. 14 lines 5-21). 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Firas Alomari whose telephone number is 
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(571) 272-7963. The examiner can normally be reached on M-F from 7:30 am - 
4:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, AYAZ SHEIKH can be reached on (571 ) 272-3795. The 
fax phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 
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